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Method overview



Goal

* Validate the integrity of data
* Detect malicious data tampering



Smart contracts

 Code on the blockchain

* Data storage with persistent state

)




Smart contract storage

* Transaction Limits & Costs
e Max ~11kB stored
o« £€0.7—€8.4 / kB stored

e Data confidentiality
* Data encryption
* Data hashing

APPENDIX G. FEE SCHEDULE

The fee schedule G is a tuple of 31 scalar values corresponding to the relative costs, in gas, of a number of abstract

operations that a transaction may effect.

Name Value Description*
Cics 0 Nothing paid for operations of the set W,¢ro.
Ghrase 2 Amount of gas to pay for operations of the set Wj ..
Guerytow 3 Amount of gas to pay for operations of the set Wieryiow-
Glow 5 Amount of gas to pay for operations of the set Wy,,,.
Gmid 8 Amount of gas to pay for operations of the set W,,;4.
Ghigh 10 Amount of gas to pay for operations of the set Wy;g.
Geztoode 700 Amount of gas to pay for operations of the set W, icode-
Ghatance 400 Amount of gas to pay for a BALANCE operation.
Gsioad 200 Paid for a SLOAD operation.
Gjiumpdest 1 Paid for a JUMPDEST operation.
et 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.
sreset 5000 Paid for an SSTORE operation when the storage value’s zeroness remains unchanged or is set to zero.
Rusisan 15000 Refund given (added into refund counter) when the storage value is set to zero from non-zero.
Reuicides 24000 Refund given (added into refund counter) for suiciding an account.
Gavicids 5000 Amount of gas to pay for a SUICIDE operation.
eraate 32000 Paid for a CREATE operation.
Gcodedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.
Geaul 700 Paid for a CALL operation.
Geattvatus 9000 Paid for a non-zero value transfer as part of the CALL operation.
Geallstipend 2300 A stipend for the called contract subtracted from G aivaiue for a non-zero value transfer.
Grsviaeoning 25000 Paid for a CALL or SUICIDE operation which creates an account.
Gezp 10 Partial payment for an EXP operation.
Gezpbyte 10 Partial payment when multiplied by [log,;,(ezponent)] for the EXP operation.
memory 3 Paid for every additional word when expanding memory.
txcreate 32000 Paid by all contract-creating transactions after the Homestead transition.
Gizdatazero 4 Paid for every zero byte of data or code for a transaction.
Gltzdatanonzero 68 Paid for every non-zero byte of data or code for a transaction.
Gtransaction 21000 Paid for every transaction.
Glog 375 Partial payment for a LOG operation.
Glogdata 8 Paid for each byte in a LOG operation’s data.
Gilogtopic 375 Paid for each topic of a LOG operation.
Gshas 30 Paid for each SHA3 operation.
e 6 Paid for each word (rounded up) for input data to a SHA3 operation.
Geopy 3 Partial payment for *COPY operations, multiplied by words copied, rounded up.
Ghlockhash 20 Payment for BLOCKHASH operation.




Method

e Generate deterministic data identifier

e Generate data hash

* Store using a mapping in a smart contract

-

identifier

Smart )
2 => 2
mapping(bytes3 bytes32)




Proof of Concept



Audit trail

* Logging all application interactions

* A means to validate data integrity

e But: Regular audit
trails can still be
tampered with

* This is where our
method comes in
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* Framework for Rapid Domain
Driven Development

e Ul generated from domain model

Simple App  Simple Objects ~ Prototyping ~+ & sven~

vr Object: Object

General Metadata
e

Name* Object




AuditerService

 Called once for every change

e Limit number of blockchain
transactions

* Aggregate changes by
transactionld + sequence

* ThreadLocal AuditEntry
* PublisherService

public interface AuditerService {
boolean isEnabled();
public wvoid audit(

————————————————————————————————————— >

UUID transactionId, int sequence,

String targetClassName,

Bookmark target,

String memberIdentifier,

String propertyName,

String preValue, String postValue,

String user, java.sql.Timestamp timestamp);

Auditing ..., AuditingService3

Servicelnternal N SPI
1
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? SPI
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Smart contract code

° M 3 p p| ng pragma solidity 0.4.23;

contract AuditTrail {
o 13
Identlfler to haSh bytes28[] public auditedTransactions;

mapping(bytes28 => bytes32) public dataHashes;

e List of identifiers

function audit(bytes28 transactionldentifier, bytes32 dataHash) external ownerOnly {

* Au d It mEthOd require(dataHashes[transactionldentifier] == 0, "A transaction can only be audited once");
dataHashes[transactionldentifier] = dataHash;
: auditedTransactions.push(transactionldentifier);
 Validate method o push( ’

function validate(bytes28 transactionldentifier, bytes32 dataHash) external view returns(uint8) {
return dataHashes[transactionldentifier] == dataHash ? 0 : 1;
}
}



Blockchain integration

@Programmatic
commitAuditEntry() {

* Web3; ottty = )
e Ethereum JSON-RPC
* Smart ContraCt Wrappers BOOkm?thiSS:T?::iTContract() b R

.audit(auditEntry.getIdentifier(), auditEntry.getHash())
. .sendAsync()
® AsynCh ronous tra nsactlons . thenAccept ( TransactionReceiptConsumer(bookmark))
.exceptionally(e -> {e.printStackTrace() })
.thenRun(() —> System. .printin( .get().serialise()))
(Exception e) {
e.printStackTrace();

set(

@Override doExecuteWithTransaction( Object context) {
TransactionReceipt receipt = (TransactionReceipt) context
AuditEntry auditEntry = ookup ( AuditEntry.

auditEntry.setEthTransactionHash(receipt.getTransactionHash())




Audit trail validation

Ed Validation Report

 Single Audit Entries
 Smart contract validate-method

e Full qudit trail

* Validating individual Audit Entries

* |terating list of transaction
identifiers
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roof of Concept demo

@ Chrome File Edit View History Bookmarks People Window Help
® ® 9 [ Contact Groups
€ C @ localhost 8080 /admin/e

ECP Contact App  Contacts ~ Security ~  Prototyping ~ & admin~

roups




Further use case



Data provenance

e Scientific reproducibility
* Full research environment, input data, assumptions, etc.
* Guarding against fraudulent research



Validating data provenance integrity

* Publish provenance data at the same time as research
* Derive identifier from research title / DOI
e Submit identifier + data provenance hash

* Correct data provenance can always be verified



Limitations and Improvements



Limitations in the proof of concept

* Crashes / outages during the audit process
* Transaction ordering and failing transactions
* Malicious additions to the audit trail



Improvements to the method

* Permissions on smart contract

struct MetaData {
string user;

* Storing metadata in the contract uint256 timestamp;

bytes32 hash;
}

* Full data storage on IPFS or on-chain



Questions



