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• What are ERC20 allowances?
• Why are unlimited ERC20 allowances harmful?
• Real world case studies
• What can we do to mitigate the risks?
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Unlimited allowances



2020 Bancor Hack



2021 Furucombo Hack



UniCats



Hardware Wallets?
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Solutions: developer side



Give users options



EIP2612: Permit



Solutions: user side



Limited vs unlimited allowances



Set a custom limit



Revoke allowances



• https://kalis.me/unlimited-erc20-allowances/
• https://www.youtube.com/watch?v=y9A8wHhNjJA
• https://revoke.cash/
• https://eips.ethereum.org/EIPS/eip-20
• https://eips.ethereum.org/EIPS/eip-2612
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