
How Did I Get Scammed And 

What Can I Do About It?







Image of a wallet that lost money recently





4 main scam classes

Seed phrase 

compromise

Marketplace 

signatures
Token approvals

Direct transfers



Seed Phrase Compromise

How to diagnose?

• Many assets stolen on multiple networks

• Native token gets taken on deposit



Seed Phrase Compromise

What to do?

• Run a malware check (e.g. Malwarebytes)

• Create a completely new wallet

• Try to rescue any remaining assets

How to prevent?

• Use a hardware wallet (e.g. Ledger)



Token Approvals

How to diagnose?

• One kind of asset stolen on a single network

• Recent approvals showing on Revoke.cash



Token Approvals

What to do?

• Revoke token approvals

How to prevent?

• Double check URL + use bookmarks

• Use security browser extensions



Marketplace Signatures

How to diagnose?

• Multiple tokens / NFTs stolen

• Transaction mentions marketplace name

What to do?

• Continue using your wallet

How to prevent?

• Double check URL + use bookmarks

• Use security browser extensions



Marketplace Signatures

What to do?

• ConKnue using your wallet

How to prevent?

• Revoke unused marketplace approvals

• Double check URL + use bookmarks

• Use security browser extensions



Direct Transfers

How to diagnose?

• One kind of asset stolen on a single network

• No symptoms of the other scam methods

• May have a masked name like “Claim”



Direct Transfers

What to do?

• Continue using your wallet

How to prevent?

• Double check URL + use bookmarks

• Use security browser extensions



Combinations of scams

How to diagnose?

• May look like seed phrase compromise

But:

• Has symptoms of other scams

• Native token stays in wallet on deposit



Other Scam Methods

Address Poisoning

Spam Tokens

Fake Approvals
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