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Rosco Kalis & @RoscoKalis - Oct 13, 2019

If you know me a bit, you know you can't just casually bring something
like this up in conversation and expect me not to spend a rainy day
implementing this!

Thanks Hagibis &)

& Paul Razvan Berg € @PaulRBerg - Oct 13, 2019

Just a few days after my rant on ERC20 allowances at Devcon,
@RoscoKalis built revoke.cash

It allows you to inspect all the contracts you've approved to spend

money on your behalf £
Show this thread

Oct 2019
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& C @ localhost:3000

Address: 0xe126b3E5d052f1F575828f61fEBA4f4f2603652a

« : 3200000000000.000
* :NaN
* [https:/fas-uni.org] Visit and claim rewards: 1850.000
« T:2.000
« :0.000
« $ ClaimUniLP.com - Visit to claim: 7000.000
* $ UniswapLR.com @ 5.75: 1000.000
« $ Visit ensbonus.com to claim: 7218.000
« $ Visit USDCXMAS.com to claim: 9000.000
« Obits: 1.000
« 880$% Visit https:/fapbounty.site to claim reward.: 8.000
* 927$ Visit aUSDBonus.com to claim: 8.000
« ACLTMAKERT1: 100.000
« AG: 6.000
« AGLD: 0.001
akSwap.io: 250000.000
ALCH: 20.000
ALCX: 0175
ALIENS: 1.000
AMB: 0.100
apod.site: 0.000
apop.site: 3927.973
ARTN: 1.000
Asense fi Yield Finance: 8000.000
Avault.fi: 300.000
AVO: 100000000.000
B20: 252.770
BASTARD: 60004.000
= 300.000 allowance to 0xd9elcel17f2641f24ae83637ab66a2cca9c378b9f| Revoke |
BBC: 6.000
: 0.000
BLOCKS: 9.000
BRIGHT: 213.000
BUSD: 0.000
: 0.000
CBN: 1.000
CC coinslot.com: 1000.000
: 0.000
CHARO: 2.000
CLR6: 0.195
CMP-LP: 0.011
CODE: 400.000
: 0.000
CT: 1.000
DEVS: 1.000
: 0.000
DOUGH: 660.377
DUCKIE: NaN
DyDex.io: 300000.000

e & o & o o o 0 0 0 s 0
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®"e R Revoke.cash - Revoke externz. X =+

< C @ localhost:3000 h & WO 2 M QO ® = 0§

REVOKE

kalis.eth

Filter out unregistered tokens 2

DAI: 102.550
Unlimited allowance to Uniswap Revoke 0 Update
Unlimited allowance to 0asis Revoke © Update
Unlimited allowance to Kyber Revoke 0 Update
Unlimited allowance to AirSwap Revoke 0 Update
55.000 allowance to 0xae400569F@3ab6eb7A222A5Aeb71a47731E9B8A1 Revoke 0 Update
50.000 allowance to @x78cA23e2a475ECd7aBab16A89%ee21ee250606A26 Revoke 0 Update
50.000 allowance to @xDfC56613a8e94f fFD6321E6b34387F605A91F021 Revoke 0 Update
10.000 allowance to vitalik.eth Revoke 0 Update
10.000 allowance to iearn revcke 0 Update
10.000 allowance to Sablier Revcke © Update
) MKR: 1.000
Unlimited allowance to 8x gevoke 0 Update
Unlimited allowance to Aave Rrevoke 0 Update

@ PNK: 20000.000
No allowances

® REN: 11000.000
No allowances

SAl: 1.037

Unlimited allowance to MakerDAQ Revoke © Update
®) usDC: 3.992

Unlimited allowance to dYdX Rrevoks 0 Update

Unlimited allowance to Compound Revoke 0 Update

Site created by Rosco Kalis (Source)

Feb 2020






<2 UniCat make your uni
G 4 Home  Stake and Farm Unlock Wallet

= mEOW!

&

UniCats are ready to MEOW

Stake UNI and UNI-LP tokens to grow MEOW!!

Your MEOW Balance lotal MEOW Supply
>4
(o8
2 Unlock Wallet a Unlock Wallet
Pending harvest 0.880 MEOW New rewards per block 1680 MEOW

YPro Tip: MEOW-ETH token pool yields 1.5x more token rewards per block.

O Stake and Farm &



COINTELEGRAPH BTC ETH BNB SOL XRP
The future of money $21,709 $1,520 $309 $20 $0.38

News v  Marketsv Magazine Top 100 Peoplev Cryptopediav  Research

@ ANDREW THURMAN FEB 27, 2021

Transaction batching protocol Furucombo
suffers $14 million ‘evil contract’ hack

The latest attack relied on user permissions granted to the protocol

36262 Total views 40 Total shares Listen to article

HAVY9373LNIOD L

Collect this article as an NFT >

n The late<t “evil contract” exnloit has netted an attacker over $14 million in <tolen

ENGLISH

ADVERTISE

CAREERS

Video  Podcasts Markets Pro Q

EDITOR’S CHOICE

Kazakhstan to mandate 75%
revenue sale from crypto
mining for tax purposes

Shopify launches suite of blockchain
commerce tools for merchants

BAYC copycat files opposition to 10 Yuga
Labs trademark applications

‘Kraken Down’ — SEC commissioner
rebukes own agency over recent action

Stablecoin issuer Paxos reportedly probed
by New York regulators

COINTELEGRAPH YOUTUBE D3 subscribe

€7 Why the next Bitcoin bull..

W5100,000

BY YEAR'S P>
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L ® R Revoke.cash - Revaoke your EF - X +

& C @ localhost:3000 % OO R O§

kalis.eth

REVEKE

kalis.eth

l ERC721

Filter out zero balances
iy 2?2:2
" No allowances
Obits: 1
No allowances
-1 Adorable Aliens: 1
No allowances
"1l AlchemixEthPatron: 1
No allowances
1 ArchQ: 2
No allowances
» Art Blocks Curated: 9
Allowance for all tokens to 8x1E@849783F008A0085193E00003D00cd54003c71 JREIE]
7 Art Blocks Explorations: 4
Allowance for all tokens to 6x1E0049783F008A0085193E00003000cd54003¢71
i) ArtFor N: 1
No allowances
"I Audioglyphs: 6
No allowances
- BASTARD GAN PUNKS V2: 7
Allowance for all tokens to 0x5542abc7DC05fA2C8142804bDbcCOda8a0DCIBAd
Allowance for all tokens to 0xC653e1b3a971078812a72D11c45AD7 1E00f3aD1f
Allowance for all tokens to 0x1E@049783F008AG085193E00003D00cd54003c71
i) Birthblock: 1
No allowances
irl Bleeps: 2
No allowances
1 Bleeps: 2
No allowances
1 BlockArt: 9
No allowances
Boring Bananas Co.: 6

Jul 2021



Total Value Locked All Chains

Others: (8.02%)

Cronos: (0.74%)

Pulse: (0.82%)

Mixin: (0.87%)
Avalanche: (1.53%)
Optimism: (1.89%)
Polygon: (2.19%)
Arbitrum: (4.87%)

BSC: (8.83%)

Ethereum: (58.07%)

Tron: (12.17%)

Download all data in .csv

193 Chains v
100 %

80 %

60 %

40 %

20 %

0%

Oct 2021 Apr Jul Oct 2022 Apr Jul Oct 2023 Apr
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®"e ¥ Revoke.cash - Revoke your Etl X =+

< C @ localhost:3000 h fx W 2w O % = 0 ¢

©REVOKE

ABOUT FAQ EXTENSION

kalis.eth ‘ Disconnect l

Mainnets 1"

Q Ethereum
Binance Smart Chain
In¢ QAvaIanche

Includ
Include @ Polygon
() amWMATIC: 25.465 @ Arbitrum
Unlimited allowance to Aave V2 EUIGURQEI M Arbitrum Nova
DA: 40.300 @ optimism

Unlimited allowance to Aave V2 © Cronos
1000.000 allowance to 0xF2e4209afA4C3C9eaA3Fluw cuvoraven s cavar +v mudbol

@) ETH: 0.006
Unlimited allowance to Quickswap
%) GHST: 0.000

Unlimited allowance to Quickswap EEIEIEL

Unlimited allowance to Aavegotchi

®) uspc: 23540
Unlimited allowance to @xF2e4209afA4C3c9eah3FbBe12eeD25D81328171C

€9 UsDT: 116.940
Unlimited allowance to Aave V2 ESUIGHRGE

Unlimited allowance to Quickswap

M WMATIC: 0.000
Unlimited allowance to Quickswap

(& WOLF: 105.975
No allowances

O0o(="]

Oct 2022



® ® ¥ Revoke.cash - Inspectand rev X +

FAQ Extension

® Revoke.cash 2022

C @ localhost:3000/address/Oxe126b3E5d05211F575828f61fEBA4f4f2603652a

©REVOKE

M

2

UL
=

] [ kalis.eth v ]

(Q
L
kalis.eth
4.406ETH - 0 652a @
[Sort Asset Name: A to Z v ] [Filters Showing Everything v ]
Asset Type Allowance Authorized Spender Last Updated Actions
cLC Token
HORLE e fokeh]  Unlimited # Hop Protocol 30/03/2022 12:38:20 (Revoke )
© or Token Unlimited # Permit2 06/02/2023 12:08:22
© or fkeR)  Unlimited ~ Uniswap 01/06/2022 10:09:37
e SNX Token
® usoc Token Unlimited # Hop Protocol 11/11/2022 14:08:01
® usoc fokeR]  Unlimited ~ Pika 30/03/2022 12:46:04 (Revoke )

Privacy GitHub Twitter Discord

—_—

= English v

% Light v 1

Jan 2023



COINTELEGRAPH BTC ETH BNB SOL XRP
The future of money $21,709 $1,520 $309 $20 $0.38

News v  Marketsv Magazine Top 100 Peoplev Cryptopediav  Research

@ ANDREW THURMAN FEB 27, 2021

Transaction batching protocol Furucombo
suffers $14 million ‘evil contract’ hack

The latest attack relied on user permissions granted to the protocol

36262 Total views 40 Total shares Listen to article

HAVY9373LNIOD L

Collect this article as an NFT >

n The late<t “evil contract” exnloit has netted an attacker over $14 million in <tolen

ENGLISH

ADVERTISE

CAREERS

Video  Podcasts Markets Pro Q

EDITOR’S CHOICE

Kazakhstan to mandate 75%
revenue sale from crypto
mining for tax purposes

Shopify launches suite of blockchain
commerce tools for merchants

BAYC copycat files opposition to 10 Yuga
Labs trademark applications

‘Kraken Down’ — SEC commissioner
rebukes own agency over recent action

Stablecoin issuer Paxos reportedly probed
by New York regulators

COINTELEGRAPH YOUTUBE D3 subscribe

€7 Why the next Bitcoin bull..

W5100,000
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STABLEMAGNET = REKT ETH BNB SOL XRP DOGE

$1,520  $309 $20 $0.38  $0.08

—O—
Thursday, June 24, 2021
StableMagnet - BSC - REKT

read this article also in:
en - es - fr - ru - zh

FEB 27, 2021
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DeFi Lender bZx Suffers Hack for Reported $55M

bZx tweeted that a private key controlling the protocol's deployment on Polygon and
Binance Smart Chain was breached.

By James Rubin ©® Nov 5, 2021 at 8:26 p.m. Updated May 11, 2023 at 6:04 p.m.
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Multichain under fire from users as hacking
losses grow to $3M

Multichain users have lost over $3 millior: due Lo an unsolved security vulnerability that

appeared in six supported tokens on Monday,

6277 1oealar 19 tzeal ey

hacker to make away with an estimated $21 million.

66 Total shares

" ‘;Mmmss% W

Astatkk

Colloct article Collect with 40% discoun: tfrom QD

nder bZx suffered a hack of reportedly $55 million,

People v  Cryptopediav Research  Video

“We are deeply sorry,” stated Transit Swap while revealing that a bug in the code allowed a

SushiSwap approval bug leads to $3.3M
exploit

Only users who have traded on the decentralized exchange in the last four days are apparently
affected.

10141 Total views
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Rabby WaIIet epr0|t prompts
users to revoke access

by Jeremy

BAY(
Labs

‘Krak
rebu

Stabl

8 6 v m ¢

QUICK TAKE
« An exploited Rabby Swap smart contract caused some users to lose

funds as wallets were drained.

« The full extent of the exploit remains unknown, and users are highly
recommended to use access revoking tools to ensure safety.



" e ¥ Revoke.cash - Approval Hacks X

e

C & revoke.cash/exploits

FAQ Extension Exploits

+

©REVOKE

[Q Search Accounts by Address or Domz

Approval Hacks & Exploits

Over $260M stolen since 2020.

This page contains an list of known hacks and exploits in which approved user funds are at risk. Many
other hacks and exploits only affect the funds kept in the exploited smart contract. But the exploits listed
on this page abuse unlimited token approvals to steal approved funds. By using Revoke.cash to manage
your allowances, you can keep your funds safe from these exploits. Check if your wallet is affected by
clicking on the exploits below.

@ SushiSwap Hack

Discovered On 2023-04-09
Stolen Amount $3.5M

sectedchains @O QOO B0 OO0OOOE®

Description

Over $3.5M was stolen from users of the popular DEX SushiSwap. The vulnerability

only concerns a recently deployed Sushiswap contract, so only users who interacted Check >
with the exchange between the 1st and the 9th of April are affected.

© BSCex Hack

Discovered On 2023-03-27
Stolen Amount $8.2M
Affected Chains O

Description
Over $8.2M was stolen from users of BSCex [ SwapX, a DEX on Binance Smart Chain.

Vulnerabilities were found in four old contracts belonging to the DEX. Many users still Check >
have active allowances to these contracts, even though they haven't used it for a long

time.

© Dexible Hack

Discovered On 2023-02-20

v

B h A B @Ge O O ¢ (Updte i)
[ov ] [ kalis.eth v ]

May 2023



@ @ X Revoke.cash - SushiSwap Hac X + Y

& > C & revoke.cash/exploits/sushiswap?chainld=1 Zh %« M@ E‘G e M U » 0O ¢ I( Update E:'

FAQ Extension Exploits @REVOKE [@v ] [ kalis.eth v ]

{2 > Exploits > SushiSwap Hack

SushiSwap Hack

Check if your address is affected.

© SushiSwap Hack

Discovered On 2023-04-09
Stolen Amount $3.5M

stectedchins @O QOO OG0 OOOOO®

Read More rekt.news, cointelegraph.com, theblock.co

Description

Over $3.5M was stolen from users of the popular DEX SushiSwap. The vulnerability only concerns a
recently deployed Sushiswap contract, so only users who interacted with the exchange between the
1st and the 9th of April are affected.

{O\ 0xe126b3E5d052f1F575828f61fEBA4f4f2603652a @] (@V ]

You Are Safe

(\; ) 0Oxe126b3...03652a is not affected by this exploit on Ethereum. Have a [ View All Allowances ]
by ot look at the rest of your allowances while you are here. And don't forget
to check any other chains you might be using.

[ < Back to Exploits ]

® Revoke.cash 2023 Privacy GitHub Twitter Discord I:@: ﬁﬁfr{ﬁ] ‘ @ English v ] & System v

May 2023



Reading

O™ proof Founder Kevin Rose
&S Just Had Over S1M Worlh of
NFTs Stolen From His Watlet

Optimism Airdrop Round 2Is Live o-

7244 7D ™ 1Y MAX

$1,870.68

You are eligible to claim:

The second round of the $OP Airdrop has now started. Connect your wallet
down below to claim your free $OP. Get started in the Optimism ecosystem
today. P Pepme

Ethareum price =

Connect Wallet

FAIR DISTRIBUTION
(BONDING CURVES ARE A PONZI)

There are no bonding curves here. Buying a Bored Ape costs 0.08 ETH. There
are no price tiers; BAYC membership costs the same for everyone.

Connect Wallet And
Receive Your Bored Ape

Connect Your Wallet For Mint Your
Limited Edition Bored Ape.

BUY AN APE

THE SPECS

Each Bored Ape is unique and programmatically generated from over 170
possible traits, including expression, headwear, clothing, and more. All apes
are dope, but some are rarer than others.

& + News - NFTs

Proof Founder Kevin Rose Just Had
Over $IM Worth of NFTs Stolen
From His Wallet

Rose lost 40 NFTs in total, including an Autoglyphs NFT worth almost $500,000, in what
may be a phishing attack.

1 Jan 25, 2023

®© 4 min read

@ By Andrew Hayward

Unleash the ultimate gaming experience with 9 Lives Arcade in the virtual
world of Hiluma.

Get ready to challenge yourself and other gamers with a free Arcade
Pass, available exclusively to Azuki or Beanz NFT holders.

Hurry up, as only 10,000 passes are available!

2617 out of 10000 left

[ MINT ARCADE PASS ]

N B B %

&



Community Rewards | Unisw

A Dangerous | rewards-unj
Revoke.cash

CREVOKE s

You are about to approve an allowance! Please
make sure this is your intention.
COMMUNITY : Asset
BASTARD GAN PUNKS V2 (BGANPUNKV2)

Claiming $UNI is Spender

0x3F85C1a6063b4d1231C6931705435015b79EAB7a

The UNI Token

Address: 0xe126b3e5d052f1f575828f6

Claim tokens -

% Uniswap Interface

# app.uniswap.org
@ ® Revoke.cash

" UREVOKE

You are about to approve an allowance! Please
make sure this is your intention.

Asset
Ethereum Name Service (ENS)

Spender
Uniswap

[|[] L $9,084.05 (-0.402%) Balance: 2.352

@ (@ 1ETH = 124.2 ENS ($1,880.06) R $197 v

alowance

2‘5 Swap P

ETH Kkalis.eth &

Revoke.cash Browser Extensic X =+

@ localhost:

-
B

® Revoke.cash

©REVOKE

ethereum.re You are about to list an item for sale on OpenSea! E|

Please make sure this is your intention.

You sell
CryptoDuckies (DUCKIE) #176

ethereum.re You receive (after fees) E|

0.0 ETH

Be careful:
Unexpected
OpenSea Listing

! Warns on potentially harmful actions
Works for every EVM chain
100% Client-Side & Open Source
% 30k+ Active Users



Protect Against Smart Contract Hacks

& Use Revoke.cash to limit your token approvals

2 Be diligent about your deposited funds



Protect Against Phishing Scams

& Use Revoke.cash to limit your token approvals
Especially for marketplaces like OpenSea

® Use a hardware wallet and separate your assets

® Use security-focused browser extensions
Revoke.cash, WalletGuard, PocketUniverse



Thank You



